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I. INTRODUCTION
Legislative proposals addressing electronic commerce (e-commerce) are
primarily concentrated in the United States, Europe, and various areas in Asia.'
Internet use and access is global, however, and affects every country in the
world. International use of the Internet for e-commerce has also brought about
problems dealing with contract security and fraud. Experts debate whether
these contract formation problems should be solved by legislation or by a
"hands off' approach.
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1.
See Organization for Economic Co-operation and Development (OECD) at
http://www.oecd.org/dstlsti/i/ec/prod/dismantl/htm (last visited Jan. 3, 2001).
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This article discusses several electronic signature technologies and
certification authority models that can be utilized in the promotion of
international e-commerce by thwarting fraud. This article also focuses on the
country of Costa Rica, a nation housing many top high-tech manufacturing
companies. As one of the most technologically friendly developing countries
manufacturing high-tech products, e-commerce is the future for international
export of its products. Finally, this article analyzes whether present economic
fundamentals in Costa Rica necessitate e-commerce legislation, specifically
examining the need for legislation for the formation of contracts in an open
network.2
Some of the problems in Internet contract formation according to the
United Nations Commission on International Trade Law3 (UNCITRAL) are
signature authentication, evidence admissibility, jurisdiction for the dispute, and
dispute settlements.' This article will primarily focus on the ambiguous legal
nature of digital signatures and the role of certification authorities' in the
international legal arena. This article also examines Internet security and
liability issues as they relate to e-commerce.
II. COSTA RICA AS A HIGH-TECH POWERHOUSE

A. Telecommunications Infrastructure
The Trade Policy Review Body of the World Trade Organization
completed its first review of Costa Rican law in 1995.6 The World Trade
Organization Chairman referred favorably to Costa Rica's legislative reform
efforts at promoting growth and stability by creating a modernized
telecommunications system.'
The Costa Rican telecommunications
infrastructure currently includes the following: (1) direct dialing worldwide; (2)
a redundant fiber optic network; (3) high quality of dedicated lines; (4) satellite
2.
The Internet is an open network, which is an international network of computers based on open,
public technical standards. See Barry M. Leiner, THE PAST AND FUrURE HISTORY OF THE INTERNET; THE
NExT 50 YEARS: OUR HOPES, OUR VISIONS, OUR PLANS, 40:2 Communications of the ACM 102 (1997).
3.
UNCITRAL was established by the United Nations in 1966. At that time, the General Assembly
"recognized that disparities in national laws [and practices] created obstacles to the free flow of trade" and
assigned to UNCITRAL the goal of removing, or at least lessening, those obstacles. See generally Howard
M. Holtzman, Recent Work on Dispute Resolution By The UnitedNationsCommission on InternationalTrade
Law, 5 ILSA J. INT'L & CoMP. L 425 (1999).
4.
United Nations GAOR, 32nd Sess., U.N. Doc. A/CN. 9/457 (1999).
5.
A certification authority is a trusted third party who is in the business of associating a public key
with a particular individual. See, e.g., Jane Kaufmann Winn, Open Systems, Free Markets, and Regulation
of Internet Commerce, 72 TUL. L. REv. 1177 (1998).
6.
World Trade Organization, Trade Policy Review Body: Review of Costa Rica (July 18, 1995),
at http://www.wto.org/reviews/6 _lOw.htm (last visited Jan. 3, 2001).
7.
Id. at 2.
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links; (5) approximately 5,600 Internet nodes (16 per 100 inhabitants- 2nd in
Latin America); and (6) an Internet user density of 1.57 per 100 inhabitants
(similar to the United States and Europe). 8 The establishment of a modernized
telecommunications infrastructure is key to facilitating Internet usage and
bolstering the growth of e-commerce.
B. Educationand Free Trade Zones
Costa Rica has one of the highest literacy rates in the world at 95%.9 With
its educated workforce and ideally logistical location to North and South
America (ports on both the Caribbean Sea and the Pacific Ocean), Costa Rica
initiated its "Free Trade Zone Law."'" The Free Trade Zone Law was created
to encourage foreign direct investment by providing various tax incentives for
its participants. The Free Trade Zone System is an integral component of Costa
Rica's export and investment strategy." The system was developed to import
raw materials or parts, transform them into manufactured goods, and then to
export the assembled goods. This trade legislation is the cornerstone of Costa
Rica's development as a major player in international trade. 2
There are eight Free Trade Zones operating in Costa Rica. Costa Rica's
Free Trade Zones currently host such companies such as Intel,' 3 Proctor &
Gamble, and Panasonic. 4 The Free Trade Zones and multinational companies
have allowed Costa Rica to achieve the highest level of foreign direct
5
investment as a percentage of gross domestic product in Latin America.'
Moises Naim, editor of the Foreign Policy magazine and former Venezuelan
8.
See Unexplored Business Opportunities in Costa Rica, at http://www.cinde.or.cr/
invopp/soft.attracting_m.htnl.
9.
In 1995, The Tax Equity Act and The Tax Adjustment Act were introduced to reduce the
domestic and public sector debt. Then, the government was able to increase its real investment expenditure
by more than 40%, which also led to educational reforms. The education reforms provide for 6% of gross
domestic product to be spent on education, requiring the teaching of computing and English at all levels of
schooling. United Nations Economic Survey of Latin America and the Caribbean 1997-1998, 181 (1998).

10.
Id.
11.
Id.
12.
For a more complete description of the incentives provided by the Free Trade Zone Law, see
Incentives For Foreign Investment,at httpJ/www.cinde.or.cr/businf/bus_Incentives_m.html (last visited Jan.
3, 2001) [hereinafter Incentives].
13.
Discussing Intel in Costa Rica, Brad Stone states:
Costa Ricans are welcoming Intel as a savior - a high flying, high-tech company that
could bring the country into step with the industrialized world ....
The country's
gross domestic product surged by 8.4 percent, with output from the Intel plant making
up half of that growth and 37 percent of the country's exports.
Brad Stone, A Silicon Republic, NEWSWEEK, Aug. 28, 2000. at 42.
14.
See Incentives,supra note 12.
15.
Id.
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Economic Minister, states: "Northern Latin American countries, like Costa
Rica, have stopped resisting foreign firms and are instead successfully linking
'
their markets to the pace-setting United States economy."16
With Costa Rica's modernized telecommunications infrastructure, the
country's highest level of export income comes from its electronics industry,
which now outpaces domestic coffee and banana production. 7 The first wave
of investment in this area of electronics occurred in the 1970s, 8 and the second
wave occurred in the late 1980s, and lasted through the early 1990s.' 9 The third
wave of investment started in 1995, still continuing, and resulted in low
production costs for certain niche products that are unique to the country."
After the investment boom of the mid 1990s, Costa Rica emerged as a
leader in the software development industry. 2' Its educated workforce has
become a well-trained and highly motivated foundation for the country.2 2 There
is now a new wave of technological advancement in the areas of electronics and
computer technology that were given birth in the middle of the Americas.'
Total United States investment in this area, estimated at $150 million in 1997,
accounted for approximately two percent of Costa Rica's gross domestic
product.2 In comparison, the average investment in information technology in
Latin America was only 0.8%.' This statistic reinforces Costa Rica's important
role in the rapidly evolving information technology industry, and also suggests
that as e-commerce related industries emerge, Costa Rica will avail its services
to create more foreign direct investment.
More than 100 software companies currently operating in Costa Rica
export software to various countries in Latin America, North America, Europe,

16.
Stone, supra note 13, at 43.
17.
For a complete description of the Electronic Industry, see Electronics, at
http://www.cince.or.cr/inv -opplelec-electronics-m.htmfl (last visited Jan. 3,2001). See also Stone, supra note
13, at 43.
18.
Costa Rica was dependent on the volatile coffee and banana crops until the 1970s, when it
expanded into areas like tourism and textiles. But North American Free Trade Agreement (NAFTA)
demolished the textile trade in the early 1990s, luring textile plants to Mexico for cheaper workers and more
favorable trade conditions. Mired in a recession in the mid-1990s, the country decided to use its well-educated
work force to court the electronics companies that were reshaping the United States economy to the north.
Stone, supra note 13, at 43.
19.
Id.
20.
Id.
21.
Id.
22.
See Electronics, supranote 17. See also Stone, supra note 13, at 44. Federico Fernandez, an
Intel worker, simplifies the new generation of tech workers: "Bananas will be bananas today and bananas
tomorrow; when you're making chips... you always learn something new." Id.
23.
Id.
24.
Id.
25.

Id.
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and Asia.26 Therefore, with its increasing information technology exports, a
highly educated workforce, a globally central location, and its Free Trade
Zones, Costa Rica is ready to position itself as a recognizable player with the
rest of the global e-commerce market.
III. CURRENT E-COMMERCE LEGISLATION
A. Need for InternationalE-Commerce Legislation
To date, there is no consensus on international legislation regarding ecommerce.27 Existing laws, whether contract or trade law, primarily pertain to
a paper environment.' Certain national laws passed in the United States, such
as the Electronic Signatures in Global and National Commerce Act
(ESGNCA), 29 and various other international laws, have created various
requirements applicable to international trade transactions, requiring "written,"
"original," or "manual signature" documents. These requirements raise serious
obstacles for the use of electronic means of communication in international
trade.30 Therefore, according to the United Nations, there is a need for an
overall international legislative framework to remove the existing legal barriers,
which preclude reliance on electronic communications in international trade.3
B. The Laissez-FaireApproach - No Legislation Needed
However, there is a differing viewpoint held by some that favor a laissezfaire approach to legislation.3 2 Brad Biddle, author of several digital signature
articles and Vice Chair of the Electronic Commerce Subcommittee of the
American Bar Association's Committee on the Law of Commerce in
Cyberspace, states: "Much (but not all) of the digital signature legislation
enacted to date presumes a vision of e-commerce that simply is not tenable, and

26.

Electronics, supra note 17. For a complete description of the software industry, see Software,

at http://www.cinde.or.cr/invopp/soft software._m.html (last
visited
Jan. 3,2001).
27. United Nations Conference on Trade and Development, Electronic Commerce:
Considerations, at 3,U.N. Dec.UNCTAD/SDTE/BFB/I (1998) [hereinafter Legal Considerations].
28.
Id.

Legal

29.
In June 2000, the United States Congress enacted the Electronic Signatures in Global and
National Commerce Act, taking effect October 1, 2000. The Act applies to just about all transactions that
involve interstate or foreign commerce. Mark Grossman, From Quill to Mouse; New Laws make it Safer to
Sign on the Dotted Digital Line, FLORIDA LAWYER, Aug. 2000 at 26. Mark Grossman is a shareholder and

chairs the computer and e-commerce law group at the law firm of Becker & Poliakoff in Florida.
30. U.N. TDBOR, Electronic Commerce: Legal Considerations at 3, U.N. Dc. SCTE/DFBII
(1998).
31.
Id. at 4.
32.
See C.Bradford Biddle,LegislatingMarket Winners; DigitalSignature Laws and the Electronic
Commerce Marketplace, at http:llwww.w3Joumal.coml7/s3.biddle.wrap.html (last
visited
Jan. 3,2001).
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which would not 'naturally' evolve in the marketplace. 3 3 Biddle adds that the
need for current legislation is futile because the time for legislation and
regulation is after identifiable problems exist in a mature industry, not before an
industry exists.'
C. Does Costa Rica Need Legislation?
The question of how these issues would be resolved in the Costa Rican
context still remains. Costa Rica does not have any significant e-commerce
legislation. Its law of Administrative Contracts states:
When the efficiency of the contract process so requires, the
Administration (government) may require bidders and the various
registered suppliers to indicate the electronic sources or the means of
transmission most appropriate for the sending of official
communications. Additionally, the Administration may utilize any
electronic medium that guarantees accuracy in the reception and
content of the message.35
The Costa Rican government's explanation of this Code is neither explicit nor
precise, and does not adequately consider e-commerce issues. If Costa Rica
wants to be an international e-commerce participant, it needs to enact legislation
addressing electronic contract formation issues like digital signatures and the
role of certification authorities.
IV.

DIGITAL SIGNATURES

E-commerce should create a plethora of business possibilities in a global
environment. New opportunities will emerge, and consequently, businesses will
adapt to the new marketplace.36 UNCITRAL's Model Law on Economic
Commerce (Model Law), at its twenty-ninth session, acknowledged that legal
standards are necessary to bring predictability to e-commerce and to enhance
trade in all regions. 37 The ability to rely on digital signatures, as well as the
33.
34.
35.

Id.
Id. at 9.
Administrative Contracts Law, No. 7494, art. 40 (May 1996) (Costa Rica), (as amended by Law

No. 7612) (allowing the government to promote the construction and the contracting of services nationally
and internationally, through public bidding).
United Nations Commission on Investment, Technology, and Related Financial Issues, 33rd
36.
Sess., Agenda Item 3, at 43 U.N. Doc. (1998) available at http://www.unctad.org/en/
special/issm2O4.htm#e3.hnl (last visited Jan. 3, 2001).
The main objective of the Model Law is to facilitate electronic trading by providing a set of
37.
internationally acceptable rules which can be used by States in enacting legislation to overcome legal obstacles
and uncertainties which may exist in relation to the use of electronic means of communication in international
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ability to transfer rights to goods and other interests through electronic media,
is key to the growth of e-commerce3
The Working Group on Electronic Commerce (Working Group) defines
electronic signatures as:
[D]ata in electronic form which: (a) included in, attached to or
logically associated with a data message; (b) is provided by a signer
as a means of identifying himself; (c) is used by a signer to indicate
his approval of the information in the data message; and (d) can be
used to verify that identification. 9
The purpose of digital signatures can be defined, but the possibility for
fraud hinders its advancement.' An original message is indistinguishable from
a copy in an electronic environment, as opposed to a paper environment.4 1
Because an original and a copy are indistinguishable, the possibility of altering
and intercepting information in electronic form without detection increases,
thereby increasing the opportunities for fraud.42
A. Cryptography
There are new technologies, such as cryptography, that can be used to
verify signatures and eliminate the possibility of fraud.43 Cryptography, the
most widely recognized form of signature verification, is a branch of applied
mathematics that transforms messages into a seemingly unintelligible form, then

trade. See U.N. GAOR, 29th Sess., UNCITRAL Model Law on Electronic Commerce with Guide to
Enactment, U 2-6, (1996) [hereinafter Model Law]. Additionally, the Electronic Signatures in Global and
National Commerce Act outlines four critical provisions: (I) a signature, contract, or other record may not
be denied legal effect, validity, or enforceability solely because it is in electronic form; (2) a contract may not
be denied legal effect solely because it used an electronic record or was sealed by an electronic signature; (3)
the law bars local governments from passing any laws that are inconsistent with federal provisions or with
model state legislation which many states, including Florida, have already passed. The bill guarantees that
digital interstate commerce will be governed by consistent laws throughout the fifty states; and (4) the law
requires that those using electronic contracts and records set them up in a way which allows them to be
retained and accurately reproduced for later reference. This is to deter fraud and ensure accuracy of the
electronic documents. Grossman, supra note 29, at 26.
38.
U.N. GAOR, United Nations Commission on International Trade Law, Working Group on
Electronic Commerce, 31st Sess., at 2 U.N. Doc. A/CN.9/WG.IV/EP.71 (1996) [hereinafter Electronic
Commerce].
39.
U.N. GAOR, United Nations Commission on International Trade Law, Working Group on
Electronic Commerce, 34th Sess., at 6 U. N. Doc AICN.9/457 (1999).
40.
Electronic Commerce, supra note 38, at 4.
41.
Id.
42.
Id.
43.
Id. For an explanation of cryptography and other forms of verification, see id.
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back into the original form." In a number of countries, use of cryptography for
confidentiality purposes is limited by domestic law for public policy reasons
such as national defense."5
B. Digital Signature Criteria
There are a number of differing international viewpoints on what actually
constitutes a valid electronic signature. UNCITRAL's Model Law represents
the most widely acknowledged authority in the international community as a
guide for countries to follow.'
Article 7 of the Model Law provides guidance for what constitutes a digital
signature.47 Article 7 adopts the "functional-equivalent" approach by focusing
on the main functions of the signature." Article 7 requires author identification
of a document and the indication of the author's approval of its contents as chief
elements of an electronic signature."' Article 7 does not prescribe a particular
method of authentication; rather, it accepts and promotes any reliable method
that is appropriate for the purpose of generating or communicating a message
in light of all relevant circumstances."
Furthermore, some international
practitioners regard Article 7 as instituting a basic standard of authentication for
data messages."
Because Costa Rica's Administrative Contract Law lacks detailed
requirements for what constitutes a valid digital signature, Costa Rica should
consider adopting various provisions of the UNCITRAL's Model Law. The
Model Law may aid in remedying disadvantages that stem from inadequate
legislation in Costa Rica.52 Alternatively, ESGNCA may not best suit Costa
Rica, because it is based on United States national policies. Such policies may
not coincide with Costa Rican national policies because the ESGNCA rests on
the philosophy of one nation, whereas the Model Law was created with input
from representatives all over the world. This is not to suggest that the ESGNCA
would not be a viable alternative; rather, there may be more public policy
contributions found in the Model Law that are consistent with Costa Rica's
public policy. Disparities and uncertainties among national legal regimes
governing the use of such communication techniques may limit the extent to

44.
45.
46.
47.
48.
49.
50.
51.
52.

Electronic Commerce, supra note 38, at 4.
Id.
Id.
Id.
Id.
Electronic Commerce, supra note 38, at 4.
Legal Considerations,supra note 27, at 1 107, 37.
Model Law, supra note 37, at 24.
Id.
at 11.
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which businesses may access international markets, 3 thus inhibiting Costa
Rica's potential for success in e-commerce.
Article 11 of the Model Law addresses "formation and validity of
contracts."54 It is not intended to interfere with the national law regarding
formation of contracts from any particular nation. Rather, it seeks to promote
international trade by providing increased legal certainty for the conclusion of
electronic contracts. 5 The Working Group desires to prepare uniform legal
rules for digital signatures. The Working Group needs to continue to examine
various techniques, including reliance on cryptography."' The purpose of
examining such techniques is to provide functional equivalents to handwritten
signatures and other kinds of authentication mechanisms used in a paper-based
environment.5
C. DigitalSignature Techniques
Besides cryptography, other electronic signature mechanisms exist that
create an equivalent to handwritten signatures."8 Current electronic signature
technologies include: (1) biomedical devices; (2) cryptography; (3) public and
private keys; (4) hash functions; and (5) public key infrastructure and
certification authorities.5 9 Because of the wide array of biomedical device
technology, biomedical devices are beyond the scope of this article. The other
digital signature technologies mentioned, however, need to be examined before
the next topic of certification authorities can be discussed.
As mentioned previously, cryptography uses mathematics to transform
intelligible messages into understandable signals." One key creates a digital
signature, and the other key creates the means for verifying a digital signature
53.
Id. at 12.
54.
U.N. GAOR, UNCITRAL Model Law on Electronic Commerce with Guide to Enactment, 29th
Sess., at 29 (1996), at www.uncitral.org (last visited Jan. 3, 2001) [hereinafter Guide to Enactment].
55.
Id. See also U.N. GAOR, UNCrrRAL Report of the Working Group on Electronic Commerce,
33rd Sess., at 3 U.N. Doc A/CN.9/467 (2000). The Working Group has formulated the Uniform Rules. The
Uniform Rules should be consistent with the media-neutral approach taken in the UNCITRAL Model Law
on Electronic Commerce. As currently envisaged by the Working Group, the Uniform Rules placed excessive
emphasis on digital signature techniques and, within the sphere of digital signatures, on a specific application
involving third-party certification. Accordingly, it was suggested that work on electronic signatures by the
Working Group should either be limited to the legal issues of cross-border certification or be postponed
altogether until market practices were better established. A related view expressed was that, for purposes of
international trade, most of the legal issues arising from the use of electronic signatures had already been
solved in the Model Law.
56.
Id.
57.
Electronic Commerce, supra note 38, at 5.
58.
Id. at 6.
59.
Id.at 7.
60.
See id. at 5.
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or returning the message to its original form.6 A problem, however, is that
cryptography does not make any of the information totally confidential in the
communication process, which may hinder its use as means of e-commerce. 6 2
Confidentiality becomes another sub-issue because the technology, when
properly implemented, permits the issuer of the key pair to retain or recreate the
missing key.63 This recreation ability would reduce a user's confidence by
causing fear of manipulation, fraud, or other unforeseen circumstances."
Therefore, other technologies may need to be employed to further e-commerce
in the international trade arena.65
The third technology consists of "private and public keys." The matching
keys used for digital signatures are "private," used only by the signer,66 and the
"public" key, ordinarily more widely known, is used by a relying party to verify
the digital signature. 67 Although the use of "private and public keys" is gaining
widespread acceptance, there is still a high degree of experimentation with this
technology. The Working Group has determined that it would be impossible for
UNCITRAL to specify the proper preparation of technical standards needed.6"
The Working Group added that it would not become involved in the technical
issues of digital signatures.6 9
In addition to the "public and private keys," the fourth technology, the hash
function, is used in both creating and verifying digital signatures."° The hash
function "is a mathematical process, based on an algorithm which creates a
digital representation, or compressed form of the message in the form of a 'hash
value' or 'hash result' of a standard length."'" The purpose of the hash function
is to provide assurances that no modification of the message occurred following
the digital signing of the document. 2 The digital signature is attached to its
message and stored or transmitted with the message.'
Thus, the digital
signature is unique to both the message and the private key.74 Consequently, the
61.
Electronic Commerce, supra note 38, at 5.
62.
Id.
63.
Id. at 6.
64.
Id.
65.
Id.
66.
Electronic Commerce, supra note 38, at 6.
67.
Id.
68.
Id. Other mathematical techniques are currently used or under development, such as elliptic
curves cryptosystems, which are often described as offering a high degree of security through the use of
significantly reduced key-lengths.
69. Id.
70.
Id.
71.
Electronic Commerce, supra note 38, at 6.
72.
Id.
73.
ld.
74.
Id.
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signature is useless if permanently disassociated from the message." These
technologies may provide promise for the future, but as of now, the Working
Group has not adopted any of them. There still exists the need to verify digital
signatures in order to ensure a trustworthy business environment.
The fifth available technology consists of "public key infrastructures" and
"certification authorities." To verify a digital signature, the verifier must have
access to the signer's public key and receive assurances that it corresponds to
the signer's private key.76 A public and private key pair is not associated with
any person because it is simply a pair of numbers." In order to properly
function, public key encryption needs to provide a way of sending keys to
various persons, many of whom are unknown to the sender. Allaying the user's
fear of fraud concerning this scenario may be difficult to achieve.78
Trust may be present for parties who have already established a business
relationship or who have previously operated within a closed group. The same
level of trust may not be present when the parties deal with each other
infrequently or for the first time. If a business entity in the United States uses
e-commerce initiates an offer for a contract in Costa Rica, both parties must
maintain an equal level of confidence in the legal validity of the offer. A
possible solution to this problem is the use of one or more trusted third parties
to link an identified signer or the signer's name with a specific public key,
called a certification authority.79
V. CERTIFICATION AUTHORITIES

Most countries organize certification authorities hierarchically into public
key infrastructures.'
The Working Group suggests that public key
infrastructure issues may globally act as an obstacle to creating a consensus on
e-commerce legislation. The Working Group asserts that a particular state may
want to address public policy issues when considering the form and the levels
of authority comprised in a public key infrastructure.8" For example, the Costa
Rican government and another contracting party should consider the following:
(1) the sophistication of the equipment used by each of the parties; (2) the nature
of their trade activity; (3) the frequency at which commercial transactions take
place between the parties; (4) the nature of the transaction; (5) the importance
and the value of the information contained in a data message; and (6) the

75.
76.
77.

Id.
Electronic Commerce, supra note 38, at 6.
Id.

78.

Id. at 1.

79.
80.
81.

Id. at 8.
Id.
Electronic Commerce, supra note 38, at 8.
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acceptance of the method of identification in the relevant industry when the data
message is communicated.8"
Another public key infrastructure issue is the non-technical factors that can
affect e-commerce contract formation.8 3 Article 4 of the Costa Rican
Administrative Contracts Law states:
The participation of foreign bidders will be regulated by the principle
of reciprocity, according to which such bidders will receive the same
considerations that Costa Rican bidders receive in the country of the
foreign bidders. The Executive Branch will establish, through
regulations, the necessary decrees guiding the full application of the
principle set forth in this paragraph. 84
Further, Article 109 states: "Wherever there does not exist any special
regulation on the part of any state entity or organ, the regulatory power of the
Executive Branch will prevail." 85 The fact that the Costa Rican government
possesses such control over the distribution and awarding of various contracts
posses an additional obstacle to the implementation of e-commerce legislation
because the government could give a domestic bidder priority over a foreign
contractor.
The Model Law has acknowledged the possibility that the certification
authority can operate either in private sector or the public sector. Depending on
a country's economic and political stability, the Working Group proposed that
certification authorities can be either private organizations, possibly licensed by
its national government, or controlled entirely by the government itself. The
Working Group, however, cautioned that "in a number of countries, it is
believed that, for public policy reasons, only government entities should be
authorized to operate as certification authorities. In some other countries, it is
believed that certification services should be open to competition from the
private sector.'" 6
How the certification authorities will interact among themselves brings
about another concern. For example, in a public key infrastructure, there is a
hierarchical structure where some certification authorities only certify other
certification authorities.87 In any large public key infrastructure, there would
likely be both subordinate and superior certification authorities.88 Nevertheless,
82.
83.
84.
85.
86.
87.
88.

Guide to Enactment, supra note 54, at 24.
Electronic Commerce, supranote 38, at 8.
Administrative Contracts Law, supra note 35, at art. 4.
Id. at 19.
Electronic Commerce, supranote 38.
Id.
Id.
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the absence of an international public key infrastructure raises concerns
regarding recognition of certificates by certification authorities in foreign
countries." The recognition of foreign certificates is often referred to as "cross
certification." Hence, the goal is to create international harmonization of cross
certification so users can communicate with each other more efficiently and
with greater confidence in the trustworthiness of the certificates being issued.9
The Working Group has not adopted nor proposed a uniform structure of
a certification authority.9 In 1995, however, UNCITRAL observed that
legislation passed in Utah could serve as a possible model.93 The Utah Digital
Signature Act, enacted in March of 1995, proposed that a government agency
assume the obligations of being a "top level" certification authority, charged
with policymaking, facilitating implementation of digital signature technology,
and providing regulatory oversight of private sector certification authorities
through a comprehensive licensing scheme.' The Utah Act imposes detailed
duties on certification authorities, subscribers, and relying parties that are
consistent with the American Bar Association's guidelines. In fact, the Utah
Act was almost identical to the unreleased ABA Model Digital Signature Act.95
The Utah Act can be an influential model at the international level because
similar legislation is being considered in Australia, Canada, Germany,
Singapore, and the European Union."
The Utah Act and the ABA Guidelines have not been the only certification
authority legislation reviewed. Massachusetts proposed legislation aimed at
removing existing legal barriers to e-commerce.97 Although these two
legislative measures were created in the United States, they have been
acknowledged as international models to help answer the public versus private
certification authority debate. 98 Nevertheless, these models have not yet been

89.
90.

Id.
Id.

91.

Electronic Commerce, supra note 38.
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able to provide a legitimate standard that can be accepted by any international
legislative authority."
VI. ONLINE CONTRACT CLASSIFICATION AND SECURITY

For parties wishing to solicit new business over the Internet and enter into
binding contracts with unknown parties, security concerns arise which may be
difficult to resolve."° The contracting parties have to decide whether they are
willing to rely only on information that is provided through contacts over the
Internet. The parties also have to decide whether the Internet will be used as the
means of the transaction or merely as a supplement to the current means of
business communication similar to the telephone, the mail, or the fax
machine.' 0 '
It is important to differentiate between a closed and open network because
security is crucial. A closed network has been defined as a system "wherein a
contract or a series of contracts identifies and defines the rights and
responsibilities of all parties to a particular transaction."'' 2 An open network
refers to the Internet, which is an international network of computers (and
parties), based on open, public, and technical standards. 3
Professor Jane Kaufman Winn suggests that there are various contract
formations that exist within the open and closed network or public key
infrastructures.'"
The first formation is the closed-bilateral transaction,'0 5
where one party, such as a government unit with persuasive bargaining power,
agrees to accept electronic messages with legal significance from parties who
have agreed to follow the government's rules. 1'6 In this model, the private
parties can define their own rights and obligations.0 " Although the party that
sets the standard may enjoy reduced transaction costs, the differing security
systems force the customer to accommodate inconsistent systems, most likely
increasing costs in the long run and making the closed-bilateral system
impractical."0 8
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The second contract formation that Professor Winn describes is the closedbound community.'°9 The closed-bound community is a contract formation that
relates to a preexisting group, such as a trade association or industry group,
which decides to move intragroup communications online. This activity
requires the trade association or group to designate a central organization to act
as the administrator of the system."' The benefit of this model is that there is
a uniform security procedure, thereby lowering transaction costs for intragroup
members. If members belong to various groups, however, the transaction costs
may increase because levels of security would also have to increase.' "
Depending on the industry, this model's disadvantages may outweigh its
advantages.
Professor Winn's third model is the closed-subscription model."' This
type of transaction is based on the Secure Electronic Transaction technology,
which was developed by Visa and MasterCard.'1 The Secure Electronic
Transaction technology is still being developed and tailored to many online
transactions, such as the purchase of clothing or opening a bank or brokerage
account. Its goal is to provide the consumer with a high level of confidence that
his or her credit information will not be obtained by unauthorized parties prior
to or subsequent to that individual's purchase. It is promoted as a secure
Internet application for any type of bank or credit card." 4 This transaction type
may be viable in Costa Rica if marketing and advertising legislation are passed
so that financial institutions may prospect and further develop customer bases
through the Internet. To date, however, this technology, without e-commerce
legislation or the adoption of ethical business standards between the contracting
parties, may have little acceptance in Costa Rica.
The open-server security is the fourth contractual model." 5 Under this
model, the parties with no prior contact are introduced with the exchange of
unencrypted e-mail messages. When the parties ultimately decide to enter into
a contract for the purchase of goods or services, 6 the parties will use digital
signature technology, but are not provided a mechanism to identify the potential
customer with certainty." 7 Due to its high risk, businesses would be reluctant
to employ this transaction model."'
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The fifth model, the open-client security, includes applications that require
the client as well as the web server to have its own digital signature. The openclient security, thought by some to become the most dominant model in the
future, locates prospective trading partners from online information, thereby
facilitating online contract formation." 9 The role of the certification authority
(private or public), outlined in the agreement between the parties, would be used
to bind the real world identity of a signer with another identity."2 The openclient security, currently non-existent, at first glance would probably be the
most advantageous e-commerce model that Costa Rica would adopt because it
has the least amount of regulation and it is not industry-specific.
Contemporaneously, the idea of a "universal certification authority" came
about to bind the identity of a person to an online identity for all purposes.'
The concept of the universal certification authority, in the open-client security
context, essentially creates one master certification authority having supervisory
authority over all transactions worldwide. Thus, one's country of origin would
be insignificant.
This idea is problematic and too elementary, however, for the following
reasons. First, persons in the United States and many other countries do not
possess Internet identity cards and opposition by civil libertarians to the
issuance of such cards is anticipated."2 Second, the certification authority
would need to establish the identity of a natural person for legal and business
purposes.' 3 Because no system of national identity cards exists, it is unclear
what standard in establishing the identity of a person would be necessary to
constitute due diligence by a universal certification authority. 24 Therefore, the
open-client security model at this juncture may not be the most ideal selection
for Costa Rica until standards are in place.
Finally, the sixth model is the closed-robust local administration. This
model reduces the administrative complexity of the open-client security
model. 25 The central certification authority would probably maintain the
certificate revocation list and issue certificates in response to local registration
authorities' requests. '2 The contracting parties would determine the local
registration authority by providing only a narrow spectrum of services.1 27 The
closed-robust local administration might be the most ideal model for Costa Rica
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because the real-world connection between the local registration authorities and
the local business environment in which potential subscribers operate may make
it possible for the local registration authority to offer more robust screening
services."n Thus, participants in the system will probably be more willing to
pay the price.'2 9
These models are only meant to serve as possibilities for the future of ecommerce. There is no set method of development for Costa Rica's ecommerce model or legislation, but some models may serve Costa Rica's needs
better than others. Before evaluating what legislation would benefit Costa Rica,
the issue of liability must be addressed.
VII. LIABILITY
Bradford Biddle claims that certification authorities will not emerge under
the current legal regime because they face uncertain and potentially immense
liability exposure." The legal regime that Biddle refers to is the international
legislative push for an e-commerce environment. He believes that no legislation
is necessary because the market will sufficiently develop and adapt as time
progresses.13 ' Additionally, he claims that "this legislation poses the risk of
profoundly distorting an infant market and locking in business models which are
32
harmful to consumers and to the future development of e-commerce."'
Liability is the focal problem that exists with the legislative reform in the fifth
model (open-client security).
Digital legislation drafters have assumed that the potential liability
exposure by certification authorities is somehow a flaw of the existing legal
regime. 3 3 Biddle asserts that this is an erroneous assumption because the
liability exposure in the "open public key infrastructure" model is a product of
a business model that cannot digest its associated costs. 34
Benjamin Wright of the Commonwealth of Massachusetts' Information
Technology Division Legal Department claims that "generally speaking, the law
as it stands today is quite flexible and supportive of new commercial
methods.' 35 He adds that "[i]t is wise, in due course, for states to adopt
legislation that affirms e-commerce practices. But legislation should be drafted
with care and a clear understanding of who is being affected. Narrowly drawn
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legislation, which effects a limited ranges of transactions, is easier to draft than
is broad legislation."' 36
Biddle's argument suggests that digital signatures will undoubtedly play
a significant role in e-commerce, but would be better utilized in a "closed public
key infrastructure" system. The closed public key infrastructure system creates
a more manageable method of handling liability problems,' but the liability
issues are diverse. First, if a criminal defrauded a certification authority and
induced it to issue a false certificate, the criminal could impose losses on a large
number of third parties that would rely on the erroneous certificate. 3 If every
party who relied on the certificate had a claim against the certification authority
for any consequent losses, the certification authority's potential liability could
be virtually limitless. Certification authorities would be forced to go to
extraordinary lengths to confirm identity in every situation in order to avoid
potential liability exposure."'
Second, certification authorities could face liability claims from parties
who rely on a certificate after the private key is stolen by a criminal who then
creates forged digitally-signed documents."' This situation would be difficult
to foresee because the certification authority has little control over the care a
subscriber takes in protecting their private key from misuse. 4' If the
certification authority bears the liability risk for this type of claim, it will be
reflected in the price of the certificate, which will eventually hinder the progress
of e-commerce.142
Liability is a key issue because of the contractual privity problem between
the certification authority and their subscribers. Ideally, the certification
authority would contract in a manner that would reduce risk between itself and
the subscriber, and limit the liability on an agreed amount, usually based on the
amount of the transaction.' 43 Lawyers who have been involved in studying this
issue concluded that the certification authority would not be able to establish a
contractual relationship with its subscriber.'" The lawyers involved suggested
that legislation was needed to set out the duties of all the parties in the public
key infrastructure in order to address this liability problem.' 45
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The closed public key infrastructure model offers some significant benefits
compared to the open market system in terms of liability. Risk management is
the critical area of difference between the open and closed public key
infrastructures. Within a bounded context, the liability allocation problems that
are difficult under the open model become manageable, primarily because
potential liability exposure is measurable and limited in scope. 46 For example,
unlike the open system, the certification authority in a closed system knows
will be used for, and can accurately predict
exactly what the issued certificates
147
and manage potential losses.
Despite the increased recognition of the problems associated with the open
public key infrastructure model, legislation supporting this model continues to
be proposed. 4 ' Biddle suggests that "[e]nacting legislation, including
legislation that is not well understood, satisfies the legislative urge to 'do
something' in the face of a rapidly changing economic environment.' ' 149 Biddle
further states: "[i]n attempting to solve an unsolvable problem, current digital
signature laws shift an immense liability burden onto consumers who use the
infrastructure envisioned by these laws, thereby encouraging the consumer to
reject this result in any true marketplace transaction."' 0
VIII. CONCLUSION

The Internet has allowed the e-commerce revolution to explode in the area
of international trade. Whether this e-commerce explosion will survive in an
open network remains to be seen. Current United Nations resolutions suggest
that legislation is necessary to help e-commerce's development. There are
critics, however, that argue the "movement" will take place on its own through
market adaptation, and legislation is not needed. Both points of view present
perplexing issues, and those issues will create many spin-off issues yet to be
discovered. An understanding that e-commerce is still in its infancy is
necessary in order to propose a solution.
Costa Rica, like other nations, has positioned itself with economic
fundamentals to become a major contributor to international trade. Costa Rica's
international trade will no doubt be enhanced by the resources that the Internet
provides.
Biddle's "hands off" approach in an international context could possibly
leave too many questions unanswered and create a national feeling of
apprehension on how to move to an electronic contractual environment.
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UNCITRAL's Model Law, however, provides some basic framework for any
nation to follow when addressing e-commerce issues. Biddle's closed market
approach, however, would probably provide the most opportunity for Costa
Rica to implement an industry specific approach to e-commerce. Utilizing the
closed market model and the Model Law together as an internationally
recognized guide, Costa Rica could formulate its own e-commerce legislation.
This hybrid model would address the digital signature issue by making
signatures internationally recognized and accepted for online contract formation.
It would also provide the necessary information and resources on the manner to
create a certification authority by combining Costa Rican public policy concerns
with other international practices. This hybrid proposal would address the
security and liability issues by heightening security on an industry specific
platform that in turn would create confidence in the system and promote a
manageable method to reduce a party's liability. For these reasons, Costa Rica
should adopt a form of the UNCITRAL's Model Law, but instead of applying
it to a vast and uncertain open network, the government should implement its
e-commerce plan in a closed network environment.

